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• The challenge & problem– a bit of history

• Types of news

• How fake news works and spreads

• Fertile field: Personality and Susceptibility

• How to distinguish real from fake & what 
we can do

• Discussion
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Some nonsense is pretty easy to spot….



In “Federalist No. 10,” James Madison 
wrote about his fear of the power of 
“faction,” or strong partisanship or 
group interest that “inflamed [men] 
with mutual animosity” and made 
them forget about the common good. 
The vastness of the United States might 
protect from the ravages of 
factionalism, because it would be hard 
for anyone to spread outrage over such 
a large distance. 

Haidt, J., & Rose-Stockwell, T. (2019, Dec.). The 
dark psychology of social networks. The Atlantic. 
https://www.theatlantic.com/magazine/archive/
2019/12/social-media-democracy/600763/

Then came the Internet…..

https://avalon.law.yale.edu/18th_century/fed10.asp
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/


Tucker Carlson

Alex Jones

Rush Limbaugh

Now, who can we trust?
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“We don’t trust”:
• Experts
• Doctors
• Pharmaceutical 

companies
• Scientists
• Police
• The Courts
• Academics
• Newspapers
• TV News
• Politicians

But…
“We do trust”:
• Celebrities we like
• Extremist media
• Word of mouth

Is There Something 
Wrong Here?



Undermining Confidence in Our Institutions
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CNN Reports that 
NEVER happened

Disinformation can have 
REAL Consequences



2016 Election

Viral Fake 2016 
Election News Stories 
Outperformed Real 
News On Facebook







What is Fake News 
and How Does it 

Work?



Types of 
Disinformation 

Promoters

Naïve people, worried 
about issues, need to 

belong, good 
intentions but misled

Jokers who enjoy 
playing tricks on 

people

Criminals & cons 
who take advantage 

of people for $

Narcissists & cons
who seek power, 

control, $, & attention

Terrorists, 
Foreign & 
domestic
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Hard Wired

• When we are exposed to novelty we have a rewarding                                                       
dopamine rush; Fake news tends to grab attention due to                                                            
its novel presentation (“clickbait”) 

• Novelty also increases the new connections between that                                                    
(false) information and memory

• Highly emotional content tends to persist and becomes                                              
integrated into long term memory, and moral emotions                                                             
can be even stronger

• This information can become a false memory especially if aligned with beliefs

• Cognitive processing can occur as rapidly as 1/250th of a second, so quickly that 
there may be no recognition of the stimulus that may be faulty

• Mere exposure to fake news headlines can influence us; when an idea takes 
hold it is very hard to dislodge

https://whatsnewinpublishing.com/neuroscience-explains-how-
fake-news-works-and-what-publishers-can-learn/

https://whatsnewinpublishing.com/neuroscience-explains-how-fake-news-works-and-what-publishers-can-learn/


• We prefer simpler causal and linear explanations, 
mental shortcuts, and avoid more complex critical 
thinking skills– often, looking for someone to blame

• Automatic, unconscious thinking is efficient and 
feels right (even if it isn’t and can miss details)

• We like consistency in beliefs and can dismiss a new 
message, the idea, or devalue the messenger

• With repetition people are more likely to believe 
something to be true if they can process it fluently 
— it feels right, and so seems true.

• Confirmation bias: we seek what reinforces what we 
already believe



(188 biases!)

https://www.teachthought.com/critical-thinking/the-
cognitive-bias-codex-a-visual-of-180-cognitive-biases/

Biases make 
thinking easier–

and usually wrong

https://www.teachthought.com/critical-thinking/the-cognitive-bias-codex-a-visual-of-180-cognitive-biases/


>

>

The Dunning-
Kruger Effect

We overestimate 
our understanding 
of issues we care 
about; and don’t 
recognize our lack 
of knowledge

Low

High

High

https://www.verywellmind.com/an-overview-
of-the-dunning-kruger-effect-4160740

https://www.verywellmind.com/an-overview-of-the-dunning-kruger-effect-4160740


The Social Nature of Disinformation

• As social beings we are drawn to “like-minded 
people” and ideas like ours

• We tend to trust people with whom we have 
similarity & relationship

• Joining social media sites provides a sense of 
belonging, identity, and support for beliefs

• Repetition in social media “echo chambers” 
makes it seem universal and therefore true

• Cultural reinforcement: US news presents more 
negative news than other countries.



• Mis/disinformation stories 
travel six times faster than 
accurate news— and reaches 
more people.

• The average false story takes 
about 10 hours to reach 1,500 
Twitter users, versus about 60 
hours for the truth. On average, 
false information reaches 35% 
more people than true news.

• True news stories almost never 
got retweeted to 1,000 people, 
the top 1% of the false ones got 
to as many as 100,000 people.

https://apnews.com/article/8da97e49a9064
b36baa047d98bb72272

https://apnews.com/article/8da97e49a9064b36baa047d98bb72272


Criteria that people use to decide 
whether information is true

• Compatibility with other known information 

• Belief in credibility of the source 

• Whether others believe it 

• Whether the information is internally consistent 

• Whether there is supporting “evidence”

• More likely to accept misinformation as fact if it’s 
easy to hear or read (don’t have to think about it)

https://www.apa.org/monitor/2021/03/controlling-misinformation

https://www.apa.org/monitor/2021/03/controlling-misinformation


Personality of 
Extremists

Personality of 
Catalyst Leaders
• Narcissism
• Psychopathy
• Machiavellian
• Greed & Control

Conspiracy 
Theories:
polarization, 
extremism and 
mis/disinformation

“Average” Americans: 
“patriots”, white-collar 
business owners, lawyers, 
community leaders, 
physicians, 87% not 
violent group members, 
6% unemployed, age 40s-
50s, women, married & 
families, >50% from Blue 
counties…

External pressures: Unemployment, 
economy, racial and gender diversity, 
white privilege, new values, marginalized, 
pandemic, sexual diversity, information 
overload & inconsistency, immigration, 
social disruption, wars, climate change, 
etc.

“Justified Action”
• Counter manipulation
• Public rallies & 

demonstrations
• Blocking business & 

transportation
• Voter manipulation
• Damage to property
• Threats to others
• Injury & death to opposition

Social Media: 
Networking, 
Bubble algorithms, 
Echo Chambers, 

Information processing

• Slow & poor on 
complex mental tasks

• Poor emotional 
regulation: Impulsive, 
sensation seeking & 
risk taking

• Cognitive rigidity & 
dogmatic: polarized 
thinking, resistance to 
updating beliefs, 
premature decisions 
on insufficient data, 
simple solutions, 
intolerant

• Easier to influence on 
politics, nationalism 
and religion

Undermine of our 
institutions: Doubt & 
mistrust of experts & 
science, police & law, 
healthcare workers, 
education, politicians, 
etc.



What Drives Disinformation?

• Extremist distorted values, 
beliefs, and fears

• Greed, Power & Control
• Narcissism
• Money



So, how do you hook 
people with this?



• Bandwagon: Acceptance and membership in a group, 
“everybody’s doing it!”

• Celebrity & “expert” testimonials and narratives

• Glittering generality: Good slogan “MAGA”

• Symbols: Flag considered sacred to raise obedience

• Catchy name calling of opponents to denigrate

• Repetition of the Big Lie: “The election was stolen”

• “If it’s everywhere it must be true” 

• Card stacking: focus on the best features and avoid the 
risks and downsides

• Scapegoats: “They will not replace us!”

• Snob appeal: “We are the patriots!” “Real Americans,” 
“You are special,” “Most people don’t know what’s going 
on, but you do”

• Presenting/mixing opinions as facts

• Call to action: Imminent threats to values, homeland, 
family

The Techniques of Disinformation



https://www.businessinsider.com/guides/tech/what-is-deepfake

Deep Fakes

Deep Fakes are audio/video 
computer clones of voice and 
images that can be made to say 
and act just about anything. 

• Look for unusual blink rate

• Skin, hair, or faces that are 
blurrier than the environment 
they are in

• Unnatural lighting or does not 
match the face and background

• Audio might not exactly match 
the person

https://www.youtube.com/watch?v=cQ54GDm1eL0

https://www.businessinsider.com/guides/tech/what-is-deepfake
https://www.youtube.com/watch?v=cQ54GDm1eL0


The News Landscape: 
Liberal & Conservative, 

Fact & Fallacy





Online Disinformation Platforms

http://d279m997dpfwgl.cloudfront.net/wp/2016/11/Resource-False-Misleading-Clickbait-y-
and-Satirical-%E2%80%9CNews%E2%80%9D-Sources-1.pdf

Nearly 50 websites & growing…

http://d279m997dpfwgl.cloudfront.net/wp/2016/11/Resource-False-Misleading-Clickbait-y-and-Satirical-%E2%80%9CNews%E2%80%9D-Sources-1.pdf


Kick ‘em off the platform!”

• Then average people can’t 
see how disturbed they are

• Then they continue to 
spread even more distorted 
and violent information

• And the platforms are not 
moderated for inappropriate 
content at all!



Distinguishing Fake and Real 
and What We Can Do About It



Real Fake

Comes from respected news outlet. Verify on 
Snopes.com, FactCheck.org, PolitiFact.com

Comes from unfamiliar website. Check home 
and about pages. Look for “satire” and bias.

Headline matches rest of the article. Always 
read beyond the headline

Headline is outrageous and doesn’t match the 
article. Be skeptical of exaggerated or 
emotional headlines

Has byline naming the person who wrote the 
article. Google the author to learn more.

No author listed so you can’t investigate. 
Credible news sources provide contact 
information.

URL matches the news source. Sites ending in 
.gov or .edu are the most trustworthy

URL is strange or doesn’t match the news 
outlet. Avoid sites ending in lo or co.

Has current date. See if other news outlets 
have picked up the story.

May have an old date or there’s no other 
coverage. Outdated sources can be misleading.

Backs up claims with links to credible sources. 
Click the links to make sure.

Fails to provide any proof of claims. Don’t trust 
information you can’t link back to its source.

How to Tell the Difference



Fact-Checking Sites

• Politifact rates the accuracy of claims by elected officials and                                                       
others who speak up in American politics

• FactCheck.org accuracy of major U.S. political figures                                                     
in TV ads, debates, speeches, interviews and news releases.

• FlackCheck identifies flaws in arguments in general and political ads

• OpenSecrets.org tracking money in U.S. politics and its effect on elections and 
public policy

• Fact Check (Washington Post) checks statements of political figures regarding 
important national, international or local issues

• Snopes Internet reference source for urban legends, folklore, myths, rumors, and 
misinformation

• PunditFact accuracy of claims by pundits, columnists, bloggers, political analysts, 
the hosts and guests of talk shows, and other media

• Duke Reporters' Lab: Fact Checking database of global fact-checking sites

https://www.politifact.com/
http://www.factcheck.org/
http://flackcheck.org/
https://www.opensecrets.org/
https://www.washingtonpost.com/news/fact-checker/?utm_term=.82479722da40
http://www.snopes.com/
https://www.politifact.com/punditfact/
http://reporterslab.org/fact-checking/


Working with others holding 
Mis/Disinformed Views

• Try to verify whether the content is really misleading 
before you engage others

• Be cautious of public correction since this can make the 
person more defensive (but public post can also show 
others the error)

• Engage with the person, not the content. 

• Be courteous and curious: “I was curious about the thing 
you posted, so I did some Googling and here’s what I 
found. . .”

• Demonstrate good listening skills to their reasoning so they 
can’t accuse that you don’t understand.

• Offer to trade information and sources.

• Providing a personal story of a time you shared false 
information or where it didn’t apply or had adverse 
consequences.



• It’s a continuum: Recognize that hard-core                                                                                      
believers will not change but those with questions                                                              
sometimes do change their mind

• Directly challenging strong believers simply                                                        
strengthens defense of their position; statistics                                                                            
and data alone is seldom effective

• Generally, not bad people, but have understandable 
cognitive biases, fear, and social support for mis/disinformation

• They are more open hearing from someone similar to themselves; find areas of 
agreement and similarity (e.g., values, common interests, shared experiences, 
protecting children, etc.)

• Correct misinformation, include testimonials and consequences of not seeing 
other views; show photos & realistic stories



• Agree that nothing is 100% certain– emphasize scientific consensus, authoritative 
sources, ethics, consequences, and evidence

• Listen to their reasons and check your understanding so they can’t                                                         
claim you don’t understand that view

• Acknowledge their beliefs are based on information, and share                                                              
how information changes and is refined over time through science

• Establish what qualifies as valid and reliable information

• Ask what questions (uncertainty & openness) they have & find                                                                 
out together

• Get popular & prominent people to discuss the value of good information sources and 
critical thinking (politicians, athletes, religious leaders, celebrities)

• Pressure social media to restrict and correct disinformation searches & posts



Questions & Discussion

• How has fake 
news affected 
you?

• How do you 
distinguish 
between real 
and fake?

• What do you 
think needs to 
be done?



Bots (“Robot”, “Internet Bot”)

• A Bot is a computer program that operates as an agent for a 
user or other program, or to simulate a human activity

• Bots can be beneficial such as those that search the web for 
information you request or businesses that profile you to make 
your shopping easier

• Bots in social media sites post continuously, spreading non-
curated content using trending topics and hashtags as the 
main strategies to reach a broader audience 

• Bots can also accelerate the formation of echo chambers by 
suggesting other inauthentic accounts to be followed (“follow 
trains”)

• They keep "saying" or tweeting fake news items, and they use 
the same pieces of false information to reply to or comment 
on the postings of real social media users.

In 2017 there were 23 million 
bots on Twitter (8.5% of all 
accounts), 140 million bots on 
Facebook (5.5% of accounts) 
and 27 million bots on 
Instagram (8.2%) 

https://searchenterpriseai.techtarget.com/definition/agent-intelligent-agent

